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(54) METHOD AND APPARATUS FOR 

AUTHENTICATION IN WIRELESS LAN SYSTEM 

(57) Abstract 

PROBLEM TO BE SOLVED: To provide a method and an 
apparatus for authentication in a wireless LAN system 
which can concurrently achieve delivery of an encryption 
key for maintaining concealment between only parties 
performing wireless communication and an authenticating 
procedure and can simplify each authenticating procedure 
to the same AP (a base station) performed by a S TA (a 
mobile terminal) completing initial authentication after 
releasing the authentication. 

SOLUTION: The STA searches whether a MAC address 
of the AP intending to perform the wireless 
cammuntcation exists in an AP information managing 
table maintained by the STA. If the MAC address does not 
exist in the AP information managing table, a request 
for authenticating a public key is transmitted to the 
AP. If the MAC address exists in the AP information 
managing table, a request for re-authenticating the 
pubfic key is transmitted to the AP. 
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fc^T. ST A 0£»48;fc^) It, SSi&ara &*T*S 5 £ 
f5AP (SifeJi) ©MAC7KW^«STA©« 

-5 A P iff^fSx - 7VK*9 »£ #&-r 5 £ 
U StrfSMACT KW^ASSiff5APffi# < l : a7 l -7'/H*9 
LfcVS-g-fcM:, llflE S T AteMEA P \CM LT 
^Kj©BSEg#*rfr v\ MEa P tt:itfjE£:K§@BtiEg# 
asS^-C*>2)m^-(-l4atlf5STAOS.EESr^V\ MEM 
ACT KU^^gliaAPlSgl^Sx-^H^^S-r^ 
MESTAtiMEAPtt:#LT4*BBeSBSE 

MEAPiiME4t§B@SBSE^#a J s^-e 

fc5#^l-»iMESTAtDBIiE&fr5s ri:«:#®t-r 
5 L A N is X 7- A lc 33 5 BEE;frifco 

[»#if 2] fitEAPftaflf-y/Hi, MIES T 
A#ME^Ii^Eg#&tToT&^IB«B8iEtf>^TIS 
8©t5AP©MAC7 K^^SraSPfBBE^7^li|S»- 
(SfTTS d k Z¥f&k-r 5 §t#>S 1 »cE*fc©«»L AN 
-r A \c *3 ft 5 EH*iSfe. 

(W*«3] MEAPtt. S 6>tOffi«e-C feSAPSi 

MtffoS i: i 5©APa-f |E^f t Srftllf M 

issTAtt, g bivm&mx-hzsTAm&mi:, me 

S T AaMSIiKMJSi-S^W**^** t r. £c7> S T A 2: 
BBSit, MESTA<kH&£ttL*:g iffEWS 
-C*>5 tw5©STAi-fl^f t5rft^LT^5> 
r t frWft k -tZmX^ 1 2 (Dfttlfr 1 JS 

(CIE^O*!^ L A N is* 7- A »C *3tt SBaE^Sx. 
[If*«4] MESTA#MEAP»C»L-CME4*M 

m&zft. munMmmu^mte. mestaa^me 

APtc*tLTBE*#*r*T j^j-^t, MEBEES* 
SrSft LfcHfiEA P a^HHES T A(C*tLTMEA Pa 
—fmW&*&mi-2>x : r-yyk, StlieAP^-ifSE^ 
UfcttFlESTA^S. MIEAPa-— ifgEIES&fc 
SE Lfc&KMEA P 3-— !f EHE&Ett $ ttfcttBA P 
^WEfcffi^TEESTAa— tfEWESrBt-frfliL-Cl* 
-§-<bSTA3.— tfBEW^Sr^U. MERf-SHLSTA^ 
— »f|E^«SrffirlEAPlc*fUTill(f-r5^-r y^t, M 
lEBt^tSTAa.— SfBEM»«rS«UfclWEAPas. M 
E«f*ft:S T As-— ffBEM»4rllWBAP8««it?a*<b 
LtfflffiSTAa- tfEWS&fSdfcU MESTA^.- 
1f HSU §£&E L tcBtrfE S T A =■ -If BE9§Sf- 8s# 

s tufc ttrte s t A'&mm*m v ^tme a p ufc* 

aE£Bf*ftLTI**{fc#aE ; £:ffr*U ttlfEBf 
a@£MES T A(ij£{f LTBIIfF^I^ii^O-rS^T 1 5/ 

tajjs, EEE*fl:#a««:MESTA8*E-cawb 
L-c«ne#aE*s£u u— ABt#{kamic 



CD&jgj!. L A N v-* f A 5gffi*ft ( 
[ft*^5l HfJESTA;t>SMEAPK:*fLTME-&§B 
@BfES# Srtf ? KUci££fi 5 tiZ M A C 7 u— A c7) 
7 U— A^f-T gflOAlgorithm Number tOfB(i v TOJ X 

« r i j f4v>ttfo« r n j riSr»»tt 
4 l£E©©S8ig| L AN v-^-r A{c*j»t 

[IS*3S6] ttlEAPIi^MgitS^-^i'Sr^ 
U ME^SiSJl^-^MiMEAPaSjl^KBIiEfF 
^£afcLfc0ggj<£>*5MESTA£>MACT 

$iSTA<DlttJfESTA<&BBHi:, UffiAPiSgEST 
A<£>B5E?r"5TB#K£jS; Lfgfi 1 Lfc#a@i Sr. *&fl&tiE 

ili^ L A N t 1 A lc*5 tt •5B5E*'ft. 
[§S*«7] WESTA*JWrEAPfc»bTWE4in 

e>MEAPtc*tLTf¥BIIS*SrfT5^7 i 3'7*«!:, ME 
HBE»*Sra«UfcllWEAP^, ME^IflSiSBIiEil 
*4rSflUfciESTAOMAC7 Kw-^^MEAPcT) 

«l55tUfcife*. UESTAOMAC7 KV^*WE 

(c*HS-r-5^BB«it?fc5 t w -5WMES T A<iiM««rM 

#-&ic«. snEAP«, ^KsTAtc^ur*i^-r5»f 

STA^BB-Cl«*flsUr**fl:*f*aB«r4j*U, 
Pt-§-fb»f*a«i*«(rESTAfciilftU-CBIiEffpI4rafti 

-rs^.^-yT'tA^fli^^n, *(rE«p^b»f*afii«rS 

(fUilSSTA^ «rB#*fl;«f*a«*rttESTA 
85«^T-«-?-{kUTt9EiT*afiSrS^L, Wl^<^7 W 

-f 5 8f 6 t-E® L A N A i3 »t 5 BSE 

[it*«8] SftESTAiiSMEAPIw^U-CME^BB 
SiSBSEH^Srff 9 S^5MA C 7 v- Art 

U— At^x SBtDAlgorithm NumbercTJfitli, Toj 

t r i j t r n j -c^cv^gws: r m j r*fc5, rt§r 
WRt-r5»*qi7»cEE©E«LAN«>^yAtcfeJt 
SBEE^iS,, 

[i!|3}?3S9l ^LANV^xA^feltSBijE^gt- 
*JV^T, ««iafiS:tf*3p ttiAP (Si&A) OMA 
CT KU^^g#£0^-T5APi»^il : a7 i -^'/K^IC 
#l5Ei-5*^^«r^s^U, MEMACT Ku^ASMEA 
Pi^SWSx-y/i'rt^^U^VN^'g-^li. TtfJEAP 
IC»LT^@BEEM^«r?fV\ iij|2MAC7 K^i! 
S5IEA Pftif if-7"^i:#4t5«^l:tt, ME 

a p k# LT^^giSBiiEg^^ff jsta mmt&m 
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HH&tefflmW f&SEg# * 5 £ Hi "C ife £ K liliiliE S T A 
©BSESrfT^ftlfSAP t. £<i;LSw £ &ftWlbi-Z>m 
jgg L A N -> * X A |C Jo 1} 5 BSE3£K. 

[§s#*io] ^ifeAP^^Sx-^w*, tdias 

T A *5^|E^H«i^iiES3ft £ff o Tg?<&PgiBfiEtf>|£T 

icG^i" 5 r <t i 1" 5fi!#* 9 |;rfE©0*Si& L A 

N > X x A *5 ft 5 BSESIK. 

[it*«lU MI2API4, gfcOSK&gTefcSAP 

*>(DAP<&mmt. MieAP^e-srttLfcg %<?>=>■- 

•tFSE^S-efcS t ^5©APi- »fSE9?§i:«:{fcf#U 
StFf2STA«, i lb Z>85£@-C*>5 ST A&£^i, ttl 

la s t Am&mizttfc-rztemmx-hz t ^*><o sta 

Hfflmt, StlfESTA^PSiSr^LJtS boa-— !fBEP^ 
§-C <fc 5 t Z -5 tf> S T A 3- — !f mm m t L X V " 

1 JS»CiS«roM«S L A N iX* T A Kiott 5BEE3£e. 

[m** i2] me s t a# wis a p tc*t lt mis^ 
mm^mm^nom^it. mibs TA*»feweAP 

K*j-LTBiiEg#£rm\ miEBSEg#£g{f U^rUIE 
AP*'t) OTIS STA l£*t LrmiSA P a-—- if SE0J#£ri£ 
«U tdlSAPJ-— !fiIBJ»«rS«LfcmfBSTA*s, 
MIEA Pa-f E^SSr^iiELfcmicmfBA P^-— !fBE 
WStcm^^ttfcSfJlEAP^iiSrfflV^rmiESTA^. 

— !f EE93#£riff -JHt; Lt Bf S T A^— tf SEBJ#S:f? 
J*U SfllEBt-i-{l:STA3— tfH^#^mi2APic*tL 
T&fiU fl(rlEBt#<t:STA3.— tfBEWSSrSfiLfcm 

lEAPdS, miSBf^bSTAn.— ifUB^S^miEAPU 

?Bii-es#{kUTms5STA3-— »fBEWS*s*b, m 

IBS TAa- 1fEW»«rl*IELfc«l::fiWES T A^--lf 

mw&ic mn £ ix^miE s t A^mm^m v mis a p 

miEBf^-fb*iifii^miS STA lci£{§ UT^HrF'SI^ii 
*nU HtrlBrtf*flS*ii«Sr*(tUfclimESTA*s. WIS 

Bt-§-<b*ii@srmiE s t AW®mxm*§r<t lt mis^a 

<8£rS£U ^&<7>7^-Aif£^fci§«KS£#^£{£ 
r t Sr^mt-rsif^l lKBloHMlLA 
N -> ^ X A *5 It 5 ^SESB. 

[§i*«i3] miBSTA^misAP^jtLrmis^ 

ggg£BSEg#£*T 5 RK&Sfll £*l5MA C 7 u- Art 
<T>7 U— Jx&'tj gflCDAlgorithm Number <D fit 12, TOj 
Xtt r l j -C*V*ffiB«>» Tnj ffcS, CiSrWIt 
-TSiS^JSl 2tC|S^<OSliS|LAN->^7 i A»Cj3(t-5^ 
EE&tt. 

[ffi 1 4 ] #Jf5A P Sx-y/w&ifcf* 

u mia^^sx-^wimiEAP^igii^iiEfF 

^ISrilfeibfc*atO*smiESTA(^MACT 

^STA<7?mi£STA^§Bgit, miHAP^KST 



fr^TKBUifl^i-S. r i£1$@i1-3fit#*i 3icfS« 

<£>*!S*I L A N X A »C*5 It 5 gfE^E. 
[ft**15] SftfESTA^mi5APlC*rLTmiS^ 

mmw^mm^nom^a-i. miESTA^bmtsA 
p ic»i,TS»iEB**:ffv\ mie#^aES*srS«L 

fcMlEAP^, miB^B9Slf?^iiE^*^^ftt-^StrfES 

TAOMAcr h'\s*tmmAP(D®:m-rziiiit£.'£Mm 
issTAcoMAcr Ki^asmiE^PBSiWiix— y^wc 

#&U KMAC7 KU^lC^-TS^PgiT'fo 

str 5oitris s t A-'Amm^M^mmwm'r— 7^ 

rtlCffc^LT^Si i£$tBLfc#-£-|Cl3\ MISAP 
I*, £8£STAIC#LTti£-f 5*fc#*iigrc;fc5£r 
#a&«r£j*U I^Sf#iifiiSrStrlESTA^rM@-CBt^ 

!2STAKi£{§LTlgEf*^£rii*PU mm^Kc^ 

agi^smLytmissTA^, mis«f^biif*iiasrm 
ESTA«*«i-ea*{i:u-ciitnE«f*aiiSrw*b» &. 

n<fi>? u— ABt*fba««wtt«r*a««r«[ffl-rs» 
«r#mi-rSit*3Si 4lclE«o^LAN->^.xA|r 
Jolt^BSE^®. 

[I9*«i6] missTA^misAPic^LTmiiE^ 

BSIil?^liE^*SrtT 5 KI-iH§« 5 ii5MA C V u~ A 
|*9OT7 U— AT^'Ti'SCWAlgorithni Number<DMli, 

roj t r i j t r n j -c^v^s©* r mj -efe5> 

Alc*3l-t5^SEiSB. 
[000 1] 

iti,x mfomm-tzm&L anv^xaicjo^t, «^ 

EaHi:KEro|13l$*m&'5rfl6£-r5, MLAN-W 
[0 0 0 2] 

[?£5^WS%] IHLAN (Local Area Network : 7 

^-TSfc*!-, ^S:<fi-Sx-^7 u-AOBf^MS 

[0 0 0 3] ^LANV^xA|Cj3lt5Bt#{k^l- 
o^TIi, rjtStl EEE (Institute of Electrica 
1 and Electronics Engineers : tKIIK 

8 0 2^M#?r [ P'il^ LT^mftro^^iis!, 
btlXZX&V , ^cD®S?f±«-Cfc5IEEE802. ll^CioV^ 
TI4, Sli^LANlCjolte^E^WBf^-lk&VBIIW 
jj'&.ff) loi LT, Shared Key (*a«l) BSE*^* 5 Sg 

[0004] Shared Key^itlCjo^Tli. 12 1 (C^-Ti 
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5<CliLAN<^SigtLt^AP (Access Point: 

r^-fe^^^h) 1 t&mfft&mt uosTA (st 

ation > 3 V) 2 £2*, ildtB^SMS 

#flS»«Srfr 9 BHctt 4 SS^**!®^*^ i o(D*ii 
<fcfflO||OEiS*ftteB8UTB:, IEEE802. UlCtt£||£ 

[0 0 0 5] Shared Key;*ra;»C*3# SBtE^HMtCOl^ 
T, 01 0&tfl3 1 1 «r#flaUTlft^i-^o 

[0 0 0 6] 01011 Shared Key^^Cjoit SBEE^ 
Hl?r^i-gl"efc t) , 131 lf£, Shared Key^iSwBIiE* 

[0 0 0 7] mi OlC&^T, AP 1 l£*tUTShared K 
ey^SClCiiBBER^Srff 5 STA2tt, APltC^L 
TBBE7 1"— A 1 SriS«i-5 (^f^Sl) 0 BSE:? 
U — A 1 O^V— ixTtfx-fg&tt. (1) BIiE:7 

A 1 (C^i-fl^£&oT;Jo9 , Algorithm Number 

(T/W=ry XA#^) 1 1 - 1 - 1 Sr r 1 j t L, Tran 
saction Sequence Number ( h 7 >lf# "> 3 > > — V 
*#-*§-) 11-1-2$: r 1 J £ Lfc:7 l/-A^iot 
V^5o ft*^ Shared Key#^fc:fctt SBE^!-*** Algo 
rithm Number 1 1-1-1 — 1 1-4-1 fcftlC I 1 j 

[00 0 8] *v-y-?S l-CSTA2^5)BHS*iS 
ft LfcAPlte, BEE:7 U — A 2 £;/BV>TChallenge Te 
xt (ft^f^r^F) fcV^ 5 ^jTM>tii\*y h?lJSr 

STA2^S*UT26«i"5 (^7y/S2) 0 BHE:7 u 
-A2lt 01 1<£> (2) ^SE^U— A2tc^-r?^^;^ 

ftoTiS 9 , Algorithm Number 1 1-2-1 l*l!tr^£>ii 
•9 r 1 J Xfo 9 , Transaction Sequence Number 11 — 

2- 2J* r 2 J X. Challenge Text element (ft^V 

hxl/^ yh) 11 — 2 — 4 ^Challenge Text 

[0 00 9] ^f^/S 2fAP l^ibSiiE7U-i 5 ,2 
£gff LfcSTA2J2, API d^feSft L/cChallenge 
Textir, ^Challenge TextK*|-i-5CRC32(Cyclic Redun 
dancy Code 32bits) WffiJS*^ffiSi"5ICV (Integrit 
y Check Value : 4 >X ^ U >f jy ^ /< U a — ) 
2tLT, *ii^cDloT*Pf-^{t:4:tT5 UryT'S 
3) o tLT, &f#{fcL7tChallenge Text £ ICV £\ {£ 
JBLfc#i§fi^®W?S^ifcSIV (Initialization Vecto 
r :^=^7^^^3^'^^-) BEE 
7 1/- A3S:ffl^TAP 1 ^*fLTai{fi-5 {**ry7 
S4) o BUE^u— 1^1 1 CD (3) BEE^U— 
A3{:/TtISi^ot^^ Algorithm Number 1 1 — 

3— 1 llfltl^Oii 9 r 1 J Xth *) , Transaction Sequen 



ce Number 11-3-2 Xt f 3 J "C, IV 11-3-3, 
Challenge Text element (*&#fl: b ^Challenge Text) 
11-3-4, ICV 1 1 - 3- 5&tt1Wl,1Z7 W-A£: 

[00 10] x^ryZfS 4T*BIiE>'u— A3£S:mL*: 
AP 1« % Sfl7l/-Art®«« (IV1 1-3-3) 

»«:tt»ftSU Sft^t — Art ICV (ICV 11-3- 

5) fctt#e*a>b*aiLfcicv 

bi^fJt^fy/S 2-CSmUfcChallenge Te 

»BL , IBSE^l-— A4 SrSTA2Jci*fLT^ 
ft LTB5E5£T£iIfc]-r5 Ur^S6) D BSE:7 u 
-i^4H Hll lO (4) BiE^ U — A4tC^-r^^«t 
/iot^o 9 , Algorithm Number 1 1-4-1 ttlifji$<£>iii 
9 r 1 j "Cfct), Transaction Sequence Number 11 — 
4-2te T4J T% Status Code — — K) 

1 1 -4- 9«rttJjnL,fc7V— A^ioT^c ft**, 
IDll tC^ LfcStatus Code 1 1 — 1 — 9 , Status Cod 
e 11-2-9, Status Code 1 1-3-9 St/Status 
Code 11-4-913, 71 Agf|^^pT54^Sr 

[0011] K±*>»flFfc ± 9 , Shared Key*5tfc:*5tt 
5BEE#J«#il*TU HfK STA2tAPlB-C*I 

[0 0 12] Shared Key#5tU:*5tt 5BSEi: gilE^^>* 

So CTi: ttll ffl2 001-111544 

&<D-mt LTfi, »H¥l 1-19 17 6 1#^«IE 
(7)^^T*f3, Diffie-Hellman(Dgiia^T/W^y XA^rffi 
[0 0 13] 

m<Dmm$:m<gm*)—'<^&mi,xis< h<oxh*), m 

So 

[0014] &iz. m2(omt ur±a!Lfcgiie^r/v 
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ssfi^KSHMSufT"^^ ®m<omw$tm— 
[0015] ^^tti^Lyt^msrefeS-r^fc*^^ 
itsTA (^ibffl*^) k&su-cis, &msm#k<»^- 

AP (Sfl&Jg) t-^-TS 2 le] g ^roSEE^IiSwfiSB&'fb 

SfctlSIiEiBlg r b icfe5„ 
[0016] 

®se*)£^*5v^t, sta (^sbffl*^) mmmm 
s t A<z><£i$i-5 a p flttttf ■y-^A'rtfclWE-ra *» 

^-7VPft»C#£L#Vvi§£-»;ite, MESTAttlifrEA 
Pfc#LT4*BMWWttB#«rf¥v\ StTfEA P litdfE^BB 
e»E33#a*g-ST?fc3»'&Ktt&&ESTAroKE&fT 
l\ mJEMACT K^^^atEAP^Si'ffST 1 -^^ 
(d^-rs^fcti, tfrESTAJ4MEAPtc*tL-T-^ 
ISGilfKSEgJftSrtfVV WE A P ISii(JE-&K)SiSI&tiEM 

[0017] WffiAP«»fif-^ni, nfre 

S T AjP«rE43sHI«8IIK**rtTo T^Ba«i^SE©^ 
7ia©*5AP©MAC7 KU^S:aSf»BE^T^» 

[0 0 18] tEAPli, &fe©8Sffc«rrfc5 

irr^OAP^^BSli:, S5EA P-^WSISrftL.fcS b© 
a— -tFEEWS-efeS t £ 5© A Pi- iPSE^S £ 
U WESTAM:, @ 5>©iK«-fiiT-fo2>STASfS«i 
£„ iitrESTA$&®K#JS1-5<&SS§rc-fc5 t r^co 
STAAMmt. jWrESTA<kHflgi£ttL*:g %<D=l- 
ir5©ST A^-if BE 93 Si: £{*J$ L 
T^5. C 1-5. 
[0 0 19] StTES T A*5ftfEA P JwMLTSflE 

^B8e»SEg#&fr5*^5'7*ra:, ^BfJ^fgBE^HllcJ: 
oTff^Jh, aaE^88®SBE#l«li, ttJESTA*>f> 
S&EAPKttLTlSIiEgjfcSrfT ^ry7"t. HffEIgBE 
g#&gff LfclWEA P d»btfrE STA Kit LTHtrE A 
P3L-- (fll^Str^ft-r'S^^.xT'i:. tdEAPa-iF 
SE^SSrSft L^ttFESTA^. iWEA Pa- ifBE^S 



£&SE LTi&lcHirEA P a-if SE^SKSstt S tWtME 
A P ^5Sgl«rffl v-CHirE S T Aa- if EE9?SSrBf-SHb U 
TBf-JHbSTAa— !FBE(p!»£rffrifcU lfrEBf-SHb S T 
Aa— ifSEWSSrtflEA P K*t LTiUfti-^^X y 7* 

MClt^flSSTAA— !FfiE9iS££ftbfcl!tFEAP 
» % «IEl**<bSTAa— 1fBEW»«rlWEAP»««-C 
**<kbTWESTAa— !PIEM»«rS4U, 8JEST 
Aa-iP|EW#4r|ftBEbfcaiciltrES T Aa- <fEE83S 
K»tt£ixfcl!trESTA^&M^ffl^T89EAP;6S£j5fc 

•^fb^iieSrWESTA^aHtUTKBEffFprSra^o-t-S 
*y y 7* WEBt^t;*a«S:S«Ufc 
iiSSTA^s, ffrBJt^#att*ttESTA8MMrc 
«-§*fcLTt(rE*a*«:W£U W©7W- Aflf-JHb 

[0 0 2 0] £<b»C, SfrESTA^EAP^*rUT« 

&4imm$&u&**ft *> i^K&sff £ *v*m a c 7 u- 
roj ;sm r i j -e^vtt*©* r n j Tfcs, rt-Sr 

[00 2 1] tilt. %!%iAPte4ifflm < gm'T-7/l'Z&: 
fSU ttJE^H«i« E S7 i -7'>'H4*(fEAP^ig^(c^.|iE 
rF-5I5ra»!L3tllia<D*5ffiES TAMA CT 

S£STAWflijESTA-£P®i, HtFEAP^ST 
A©®SEfr!Ti$K&/*WSfrLfc*a«£«:* SUISSE 

[0 0 2 2] £<blC, WESTA*s#JEAP^*fUTStI 
E4iPI^I¥i§tiEg#&ff S^x^T***, 4*tJB®f?»EE# 

m^x^xmi&zti. ffi&Afflmw&u^Mte. ties 
t a a» e> me a p ic *t u r wsjbes* & *t 5 ^ y v -? 

b, WifS.WmM.^i^m LfcMEAP^s, BtrE^fflii 
S^liEg^Sr^ftLfcSilESTAWMACr Kl/^^i 
E A P <D&ft-f ZM&'Jifflm'g \z&&-t 5 

3&»tft5RU «I|2STA©MAC7K^ 
*5ffilE^B8Sil : ax-7*/KC#?5EL., *>o, gMAC7 

k u^. ic*tj^-r z-tefflmx-h z> b z. ^©strE s t A'&m 

^L/c^-&(il4, ffiSAPtt, ^^STAlC*fLTjg^ 
i-5«rfc/jr*a«lt?fc5»r*a«S:^U* 8^«f*a® 
^rWE S T A'jzMmX'VS^t LTBS-§-{kSr*a«i^^ 
L, »B(f*fl:«*ffl«Sr«rESTA»iai«urBIEfF^r 
Sra*P-T5^7 1 ->'7*t^b«^^tv, MEBf^b3lf*a 
ii^SWb/cMESTAAS, ME«f#-{b*f*a«ISraftE 
STA85«Si-cm-§-{bUT:S?FEff*agi?r^^U, tl^ 

©71 — ABt^-<baftic:Ki0r*a«i^ffiffl-r5, 

[0 0 2 3] *fc. t!eSTAiSSlll2APl:#UtfE 
4; MfilSBaES* ?rtT 9 iSt-izISm £ ixZ> M A C 7 U— 
AF*1(D7 U— 'f SCWAlgorithm Number<Ofill4, 

roj t r l j t fnj "Cfcl^ffigttHBc l"mj -cfc5. 
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[0 0 2 4] ^WW^IiSlLAN^^xAtCjSI-tSKlE 

"C. M&ilff £ffi3 5 ttSAP WMAC7 
Kl^^d J i $KO>^m-t 5APM«fif- :7VH*3 K#£ 
-r*a»5j&»«rttSRU HtlEMACT KW*asntf!EAPli 
^Sx-^H*5lC#^EL.^V>#^-tCli, ftlEA P K*t 

APttStSx-^rtlC^lSE-rSS^-lCfi, ilEAP 
tc#LT^Iia@f?g8fiE53)i£fr5 STA (^K)ffi5)5^) 

fl^rESTA*^<DS^IE^Ba@SiiEg*fo5V^tiME 
<imm^M.^t-Wc^ X & 5 }§3-K ISHilE S T A rog 
8E£?f 9ttTEAPt, SMI*. Sit 5, 
[0 0 2 5] iWEAPitfat'Sx-TOW*, SHE 

STAasflfrE^IB^IES#&froTK&B8«&iiEtf>5fe 
THt©t5AP©MAC7 K^^Sr*Sfg&H^T*ffl 

[0 0 2 6] $P>^, StFEAPJi, S bcoSJ^@t?fc5 

AP^iit, tfiEAPffi^gi^mi-s^Mgixfos 

tr6©AP^i®t, HffEAP^BHSiSrttLfcg h<D 
3l- if fiE^ ST- fe 5 t r <0 A P 3. — $ t £f!jM$ 
U WEST Aft, g £><Og&«SiX;fc5 STA^ffiSi 

1RUSTAW>&m\z1$fo-tZ><&mmx-&>Z>b 
STA<£P!»i, WESTA^BBfi^MbfciejOa.- 
if EEHJISXfcS t r *>tf> S T Aa- if EEBJ* i: «rt%i# L 

[0 0 2 7] S5ES TA^t»lEAP(i»LTME 

4illS@g8IiEg#&?T9»£-Ktt, UIESTAA^USEA 

EA P d^StTE S T A (£*t LXntEA P a-— if SEWS* 
^EAP^-iflEPJS^SftLytSflESTA 
SflEAPn.-ifEE^#Sr^iiELfc^»cBfrEAP^.- 
ifiE0J»lC*#^tl.fcMEAP<2ili«i*fflVNT^EST 
A=— if HWSSrRf -!§-{b LXHf -SHb S T A3.— if SE9IS 
SrffcfcU MEBt^kSTA3.-if|i0^»^MEAP^ 
*tLXi£{fU fltE«t^bSTA=--ifSEW*SrS(tL 
fcWEAP^s, MEBf#{tSTA3.— ifSEWSSrMEA 
Pffiffie-eta^-YkLTafiESTAa.— tfSE^SSrS^ 
Lx ftlESTA3.-if|iEB^#Sr^SELfemic«tlESTA 
3-if EEBJ»tc^f+ $ ixfcmlE S T Atemm&m V ^XSft 
EA P Lfc#i§gt£Bf-§-{b L.XB£-SHb#ii@£f£ 
5)cU MEB&^k*ii®Sr*tlESTAtciS«bT^.!iEl i F 
i^&iffciU ttlEBf^k*iiSi«:Smb^:BflESTA 
**, lfrEl£^{b#i§®£lWESTA|&&@X«#{bLX 
HfiE#ig@£l?£U ^<7>7 u-Aftf ^HbiiffKS** 

[0 0 2 8] $iblC, iJI5STA^f!SAPl:» LTSiI 
E<kl»Sii8IiEg#SrfT 9 KiKiltSffi £ A C 7 w- 
-£>|*9<E>:7 U— AtK'T -C g&tfMlgorithm Number COfilli^ 

roj x\t r i j t?^v^s<7>^ r n j x*>5. 



[0029] mmAPtt'&fflm'gm'r— y^zok 

!T^£jifcL;fcliig|<^*5?lflESTA<OMAC7 

tgSTAtf>ftJESTA4igS«ii:, HtFEAPdS&ST 
AWBBEf ! F^lC^figL^Ufc*iigitSr, SSfSBE 

[0 0 3 0] £f>(C, MESTA^StfEAPtCJtbTBtF 
E^IB@?SfgSEg#£?T9#£-U:te, tfJESTA*»P>t(I 
EAP{£**LT?fgSiiES#£m\ mEf¥SSE^**S 
mUfclfrEAP^, lWE^H&f?S8IiES#*iilff Lfclffl 
ES TA©MAC7 KU-^^t5f2APro«^i-5SflE^ 

IflESTAWMACT KU^^^rlE^PIiWa-r— 
^/K-#ffiL, KMAC7 Kv-^lc^-JSi-S-^BS 

grc-fes t r. 5 wi&E s t A4£mm&ift&.<Lifflm i gm7 L 

— TVurtteflMGLT^Sr. £ £fi£fSLfcl§£-Ktt\ ME 
API*. ^KSTA^*tLT*§^i-5«ffc^*iigiT'fc 
S£r#iI««rdtiJ*U gt8r#ii«$rlt{rESTA4*PB®X 

£lftESTA{c>2£«LXfgSEffi5J£iI*nU SSEBf^Hb 

mmmmz§:iBL.itMmsTAiK tamm^it^mm 
£b1jE s t A«*«-e«-9-fl: LTMEff*ii«i^S^ 

[0 0 3 1] ItESTAiSWlEAPlcSUtilS 
^B8SII?^SE^**tf 5 IRl£3&£{t $ *v5M A C 7 U- 
A^©7t — j gC^Algorithni NumberCOfitfi» 

roj t r i j t r n j -eftvMlicoiSc r mJ r-te^. 

[0 0 3 2] 

[0 0 3 3] H 1 «*^?^(7)«li^L AN->^v^A(C*5ft 

z>mumw.v>-mm : Bm$:7F-r-7v ? * @xfes 0 

[0 0 3 4] H HC^-T^^iScO^li, ISILAN?) 
il^tLtroAP (Access Point : >" 

it, ap i (c^jg-rs^»Sffi3fi^t LtroSSro 

STA (Station : ^--r— -> 3 >) 2 (STA2-1, 
STA2-k) i:*^filfi£$nrv^-5„ MH^i~Mt^ 
<F>WtW&. IEEE802. llX^^i-S t Z. ^>COInfrastructu 
re WV77^F7^ft) ^Xfc(9. ZCOXo^M 
iLAN^y h !7 — ^W*/hm{SS:B S S (Basic Serv 
ice Set : S*if — t'^ • i? h) 4tlrp„ 

[0 0 3 5] B S S 4rt(C*3JtSAP 1 IS. =§• S T A 2 
#AP 1 ^PJ»-f-5fc«>©WaSr-&tpBeacon (fc*-=> 
>) 7U-A^, ^WIdBSS4rtl:7'n-K*t^ 

hi^tU. ^^Beacon^U— A^rSftbytB S S 4I^W 
&STA2I4, ii«^^B#(cAP 1 ^*fUTB!iEil*«r 
fTV\ AP KCtUBBE^SrSltfc^. AP1~W#| 
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m&m&^T-tzz t\cx 9, api toidfrffn 

b&^lfeb Infrastructure*^^ It 5 B 

SS4rtO^STA2l^ STA2P^ift#I^^Tt> 
AP l«:^L^iiftSrtTPo 
[0 0 3 6] 01 |:*5»5AP 1 (portal) £ 

*oTV^5tf, Portal^tt, IEEE802. llSXfl-<D LAN/ 
o hin^^n ha/^SSlfcttMIBSrAP 1 CMDLtC 
^/Tlt^^ &i&mt ITOAP lirEthern 
et (SftlMD M-f*yh ) 5*4? 

wtSLAN £ oMUrYtti: lfcS*Bt*5 n t £ 

[0 0 3 7] Hl^LfcHlS^ffitt, IEEE80 

»|j»|ZPflC0Bt^ba^BIiEO*S;i: IT, Shared Key* 

BMI*fflV^BIiEfra;Sr«fflLTV^5. ffiot, Shared 

[0 0 3 8] Hl2£r#i£LT, APliSTA2 

[0 0 3 9] B2lt APtSTAO-MS:*t»*IB/ 

[0 0 4 0] ®2^*3V^T, JL&tf^n y^PAP 1 

[0 0 4 1] APlIt H2JC*-r«Rj»LAN*— Kl 
9-1 t_hfifcu>ririo-<^^— ^T*S>^ t 

0±ttKt-Y^^-7x-^l 7-l^tT> TC 
P/I P (Transport Control Protocol/Internet Prot 
ocol) ^l7/y^>3Wj:^Wn hn/MBf 

a^s a*a«**» i 8 exeats t ©-ej> d , s 

TA2lt m2\C7jk-tmMLAN$— Kl 9 - 2 t±ffi 
is? — * 1 7 - 2*^LT, APliPi^i 

[0 0 4 2] H2^*-r«|j|ftLAN*— Kl 9-1 tl 
iLAN^-Kl9-2(l B— <0*fifc«r«;t5. fto 
X, «|ftLAN*— Kl 9^*5V^TH — 

[0 0 4 3] @2tC^-r«l»LAN^- Kl 9 (19- 
l SIM 9-2) tt, ««KIB-e^7U— AiS*flr«rfT 
2 b. £««*&3S:fr 5 IEEE802.il PHY 

(Physical Layer : 4fe3J8) h = 13t, 

MAC (Medium Access Control : JKttT * -fe *SU») 
B-COT*-fc;*ffl»«rfT5IEEE802. 11 MAC^n hra/HS 
1^14h M A CSt«K«ii4 ^^±<i 
m*. rt!t5CPU^^!i 1 6CJ:ot^t?)± 

1 6 i:A»e>«Sfc£*LTV*5. 



[0044] ftlC, E13Sr#R8LT. STA2#AP1 
lc*tLTBE«r»*-#"*R»c. STA2iAPl^S 

[0 0 4 5] I2 3I3:, BKS#»i:APtSTAMTS 

[0 0 4 6] S T A 2 ©A P 1 i:»t5BE8*ftl- 
tt, H 3 ^*i"IEEE802. HOMAC7l/-A7t-7 7 
H:«E5MAC7l/- A3 0- 1 APliSTA2 
Kt^ftStL, MAC7l/-A30-llt MAC Header 

(MAC^y^-) 3 0 - 2 b . FrameBody (7 U— A 
Ttfx-f ) 3 0 — 3 tFCS (Frame Check Sequence : V \s 
-A^ 3 0-4 bfrbtit&ZtlX^ 

[0 0 4 7] «t It, Infrastructure^^ifcttSMAC 
Header3 0-2te, #t7 U— A^-Y ^f&JfaW**^ 
"f Frame Control (7 A = VFn — /W) 3 0-11 

£fT5fc&Of$F B l££ft1-5Duration U— > 3 
>-) 30-12(D7^-;wKi:, 7 Ai£«$teT Kl" 
:*£r^-f~DA (Destination Address : illfffSfcT K^^) 
30-13O7^-;uKt, 7 ACDiUftTcT 
£^"TSA (Source Address : ^{ItgT Kl^*) 3 0-1 
407>f-;uKi:, B S S 4 <^®S'J{f fa£r^i"BSSID 3 
0- 1 5<Z>:7^— JUh'bs y A^ftmS^r^-rSequen 
ce Control (V-^^^y Fd-/P) 30-16^7 

[0 04 8] 7 Ai£{f HI 2 tC^i"IEEE802. 11 M 
AC^n h3/U«iaa5 1 ±{SLl"< J rW±mUl 5^ 

b^SHf U — A £\ S 3 ^Tj^FrameBody 3 0- 

C Header 3 0-2 £ FrameBody 30 — 3 CDffj^#SD 
^g^MAC Header 3 0-2 b FrameBody 30-3 {Cft-fZ 
CRC32 (Cyclic Redundancy Code 32bits) ^tiB^^S:, 
FCS 3 0 - 4 b LTFrameBody 3 0-3 (D'&hKttmiT 
Z>~b\C£K), mSlCTjk-rX 9&IEEE802. 11 MAC^n h 

3/m:S3maC7u-a 3 0-1 ^<D^&&ft ? 0 ffi 

l^THl 2 (C^i"IEEE802. 11 PHY^o ha/Hfiiffll 3 T? 

SSMAC7 1/- A3 0- 1 tC«"T5^SS«!f3SSrtT 
V\ 4g«MK8Bl 2*gTSRMAC7i/-A3 0- 1 Sr 

[0 0 4 9] 7 Agff |g} 2 tw^-TlEEE802. 11 M 
AC^n 4flt *&R«Al 2§rSITIEEE 

802.ii phy^d h^/w&sg&i 3 \cx'&m#±m&ft^tz 

mgkb LTSHS LfcMA C y \s — A 3 0-1 fcStLTCR 
C32 OtmtSrfTV\ S«:7U-Art^FCS 30-4(^1 
£CRC32 imjlfejftttf— MAC Header 3 

0- 2(D^<DMVfb^my \s—j*\ztt-rz>&mi:ft 

V\ FrameBody 3 0 - 3 <DSS#£r_h<£ W ^^SC 1 5 
[0 0 5 0] H4ai/H5Sr#BRbT. 
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10 0 5 1 ] HI 4 IS, AY>&$k#f-rz,'£mm t g& 1 r — -7 

*t:8LW-rz>m-?hr). 051*, sTA^t^AP 
[oo5 2] Apnt m4iC7r-r^mm t smT-y^ 

4 0 *, 0 2 tC^-ftl^LAN*— Kl 9 - 1 CO** !> 

p i &T&^c*&w<D4:mmmmz&\,^xmm&'*s$:n 

ofc^ftOtS S T A 2 ©MACg^I7 KURT'S) 
6 t :5©MAC7 K^*$r{fc*$1-2>STA Mac Address 

(STA©MAC7KW^) SKST 
A2CO<^B8@^^}f-rSPublic Key (XT' ]) y 9 
40-2©fflt > AP l^EEfF^r^tC^^STA2(C 
»LT^?fLfc#igfiiSr^-r-5Shared Key (i^T- 

K*-) 4 0- 3<7>mkfrbffifli(.&ixX\<^. ^rUT, 
AP 1 -f)VA 0<O£-fr£, STA2© 

10 0 5 3] STA2fi, 0 5 tC^i"A Plf$S1f SE- 
TA'S 0&, 0 2 (C^-TSI^LAN*— K 1 9 - 
^■y 1 6l*9lC^L-CV>5. APMfIf-^5 0 

^H(O^T*iBlro#5AP 1 (DMA C T Kt-^fi^-t- 
5AP MAC Address (APCMAC7 K^) 5 0-1© 
*d>b«J***l.-C*J9. STA2l±APMflr-y 
/P5 0cD#fT*, AP 1 <0&$rS&SE5ST*»ll|SKg«Si- 

[0 0 5 4] APlli, H4tCTtft^Lyt^P«itSl7 i 
-://W4 0^cOif$8g^B#l-li, ^iS^OSTA MAC ad 
dress 4 0-lWtfSrffV\ gEC^t&^Wp]— MA 
C7 Ku^iJfrfet 5»*I-Ht, SflkP^ScoifffRMSrt 

»i-5„ $fc, *&W<0^&B«S8liE^T&co:7U-A|i£ 
■JHtiifKolSJfc&K, AP l l*^BBSi i i : Sx-^W4 0 
COSTA MAC address 4 0-1 CD&3$t*frV\ ilfffB^cO 

s t a 2 <D < gmffi&&-£Mm<gm : r—7'/\' 4 0 ©st^co 

i'Sgx-^A^fcJc&mtttt 3 r k X\ A 

m^timtttiizm-B-iu-t, ^mm < smT—zfju4o 

[0 0 5 5] £/c, STA2IJAPltMC> 0 5 
THWLfcAP*ifif-^5 0^£Dlt«g®B#(i 
li, g&gr^cOAP MAC address 5 0-1 CO&3?!£-frV\ 
gEt-3£«igr3MO|s]-MACT Kl^^ii#ftt5i^l: 
li, S»rt«W««JE»t*»CAPtil#WSx-^/W5 

mmmm^.T^y^-^sm-itmm(ommmc. st 

A2IJAP ti?$81ff5l'T' — ~7 5 0<OAP MAC address 5 0 



-l©**«rf¥v\ iifftS^cDAP 1 WgJUfffi&AP 

tt^'ffsx— ^ 5 o <o9tm<oft^&m-r 5 ^ t e x 

•7^±mz®.m.ttrtz^kx\ ap^«sx-^5 
onmn&mmzmi,. m&mm&m&^mkte^iz 
m&iat, APmmmm^-y^s ortt-stTttctt 

[0 0 5 6] 13 6, ID 7 , 08, 0 9 £#88 L 

[0 0 5 7] *llife^ffifc*3V^TIi, 0 1 LfcatSiBl 
LAN^tA©, SJftfCfc5AP i k&w>i%3imx 

fc5STA2it #ic s t><Dm&mb*ixizMi&-rz 

T^5t><Dti-5„ ^rLT, jPBEW»tt. SHE 

(-r^^*>, API S T A 2 ) irCOggGS, RWfc 

[00 5 8] Hl;fctt5iSTA2iJiAPl^LT© 

ftttait -t-rsst-e-i-f*, s t a 2 h9&-fa p 

6 BMW 5. 

[00 5 9] STA2tt&BMHMEMte&fc:« fgil^Jfc 
5fc<OAP 1 OMAC7 KW^SrfflV>TIH5tc^bfcAP 
iS^^Sx— :7VW5 OrtCOAP MAC Address 5 0-1 <Dfe 
5S?£ffV\ APlfffil : S7 1 -^/V'5 0rtJC^.|iEg*^A 

p i ©MAC7 Ku;*>&s#£L#v^-g-i;:fi, ^[ajcofg 
SEB*i: LT0 6K^-^M@lglI#Ni*fTV\ fgjEE^ 
jfc&AP 1 COMACT KL'^i!#4t5i^l;tt 1 iS* 

ifc*, sfgBEtu-c, msicm-r^mmwmm^m^ 

[0 0 6 0] 5fei*, |)3IeI co^IEg* t LT<Z>4*0B»BSE 
^HHICovnT, H6SO : ll7£#fiSLTIft^-r5o 

[0061] B9 6», '£Mmmm^Mz?F-rmxhQ. 

H7li, ^Hgt^aE^HllC*5V^TjtlSm$tx5MAC7 
W— U — A^7*-<SC (H 3 COFrameBody 3 0 - 
3) Sr^-f-IDT-fcS. 

[0 0 6 2] D6tc*3V>T, AP HcMLXlkMmmM. 

^m\zxi>^m:m^n o sta 2«i, apicsu 

1 — A6l£simi--5 (^fy^S6 1) „ SEE 
71/- M.6 KDyU — ATjCx-cSfeil, EI7CO (l) §gH 
7U-A6 1 \Z7jii-]&&,k /ioTioO , Algorithm Numb 
er (T/U =r\) XA#-§-) 70-1-1* T n j irb, Tr 
ansaction Sequence Number (h7^if^i^3^v — -Jr 
>-^#-§-) 70-1-2* r i j Hf:7U-it<(;o 
T^5. ^c*5, &HmBIE^«lc«(t«BliEB»lcil. Al 
gorithm Number 70-1-1 — 70-4-1 tt^lc 



(8) 



4$R 2003-005641 



Tnj (ntt roj Xtt Tlj -e*1^ffl»0*) 
t^i:5S^-f5o Algorithm Number 7 0-1-1 — 70 
-4 -IS: T n j il-SwfcKJ; 9, Shared Key**^ 
<t KVH-S £ fc *« TO* ft£ 0 

[0063] ^f5//S6 l-eSTA2^fe^BB«BliE 
^3fc£gfgL*:AP 1 14. SEE^U— A 6 2tJBV^A 
P 1 <0««Fi-S^-1fIEW#S:STA2^j*UTi^fi'r 

5 (*X:y7 P S6 2) o ISIiE:7U— A6 2J4. El 7 CO 

(2) ^SE^U-A6 2iC^-T^t^oTi3i9 > Algo 
rithm Number 7 0-2-1 !4MiE^ii 9 r n J "Cfo 9 . 
Transaction Sequence Number 7 0 — 2 — 2 f4 r 2 J 

APOn. — if EEPJS 7 0-2-3 (CAP 1 <D^i"5 
^-IfSEMS (^-1f|EW»^f*Bri-*AP 1^H«H 

[006 4] ^f^/S 6 2t*AP l^?)gl7U-A 

6 2£rgf§LfcSTA2l4. A P 1 t> Sfit tfcAP 1 

lFEW»Ort*£;&IIL-C, AP l^^-ifSEPJ 

a-— 1f|EW»^8SWSlxfc^BB«iSrfflv^T, STA2C0 

3) 0 IT, «P^bUfcSTA2^3.-1flEW»«r, 

5 T A 2 O^x-lf EBBWcttHrt-* S T A 2 (D^BS® £ 

*tc BE7U— A6 3Srfflv^tAP l^a-uraift-t- 

6 (^75/7 P S6 4) 0 BBE^U— A6 3J4. HI 7 CO 

(3) RSE7 1/-A6 3i:«t»at4ot*5 9s Algo 
rithm Number 7 0-3-1 tefUJiliOii K) r n J T*£> 19 . 
Transaction Sequence Number 7 0 — 3 — 2 (4 r 3 J 
■C, AP^M«-e«P*ftLfcSTA CO^.— 1fBE^^7 0- 

[0 0 6 5] y ^ S 6 4 "CBBE^ U - A 6 3 SrSfl 
LfcAPlf4. AP^^BBII-CBt^bL^cSTA (D^—^rU. 
PJf70-3-3^APl LT > ST 

A2(D^—fmmW<D^^m\.. STA2^)a-f 
EEM»0«EI»*^ra««)«lv^4:SrSfcBi-Si:, ftK 
^*tt#»B«r£j*U STA203L-fIEntl:*W 

77/5 6 5) e ^LTBS-^fkbfc^ii^^, mm? is 

-A64Jrffl^TSTA2(^(ft, SIEfF^^fflftl-r 
5 U77/S6 6) o K7l^-A6 4lt ID7CO 

(4) BBE7 U - A 6 4 lC*t**i fto t*5 ») , Algo 
rithm Number 7 0-4-1 I4ffij£^ii 9 I" n J "Cfc 9 . 
Transaction Sequence Number 7 0 — 4 — 2 14 r 4 J 
"C. STA O^BBfllTBf -*Hb Lfc#i§Si 7 0-4-3 £tt 
JDl/t7U-A ( l:/j:oTV^ 0 ft*3. 12 7 Cl^LfcStat 
us Code 7 0—1-9, Status Code 70 — 2 — 9. St 
atus Code 7 0 — 3 — 9 St/Status Code 70 — 4 — 9 
(4, 7i^-ASft*3»o«r5)icifSrii«ft^^iitt-*-5 

[0 0 6 6] -5:0^, ^7^S 6 6 T*A P l^bBEE 
A 6 4££:{iLfcSTA2f4. STA 04>§B«-C» 



^Hb Lfc#i§gi 70-4-3£STA2 OffiS;giT*m-^ 
fb IT, AP l#£rtUfc#ii«Sr«5cU r<D&S8St 

fffciD, &BBBB9llltfl*T£ft9. 6ML STA 
2 <b A P l B-C7 u— AHf-IHfciiWW fo*t« lit* 

So 

[0 0 6 7] fcfc, SBBE^tr^ttSBS^^glSiSBBE 
#Mteov*T* EI8S^E19?r#^LTiftWi-^o 
[0 0 6 8] HI 8 f4. ^B«llf BBE#««r*i-H-efc 

AC7 !x — J*<D~7 \s — Astf-^r-f £JS (HI 3 OFrameBody 3 
0-3) Sr*i-H"Cfc3. 

[0 0 6 9] B8IC«5V^T« ISIEMsfcSfcOAP 1CJJL 
Ti8*^IMWSIiE^TIIi»o*>5STA2f4, £r9Blt 
f?BBEg#i: ITAP 1 tc*tUTB!iE7U— ^8 1 
Ur^S 8 1). U-A8 1 CO^ 

A#x>f£fll4. 090 (1) U- — A 8 1 \C7F-fJ& 

Algorithm Number (7^^!)XA# 
W) 9 0-1-14: TmJ £ I, Transaction Sequence 

Number ( h 9 * V 3 V v— >^#-S§-) 9 0-1 
-2?: r 1 j ttfc7l/-AiftoTV^ Q tt*5, <kP 
«SBE#«Kfctt*BtE«FK:tt, Algorithm Number 9 
0-1-1 — 90-2-1 (4Si- TrnJ (mf4 f 0 J £ 

r i j ^ r n j -eftv^ttitoW tfcst^t^it 

5 e Algorithm Number 9 0 - 1 - 1-9 0 - 2 - 1 t 

[0070] ^7^^S8 ltSTA2^^^liSg 
EB*SrS«LfcAP 1 14. AP 13&s««fITV^H4 
l:^lf:«fl7-^4 0l::*3l*-t\ tefflmwm 
5E^fc£i£{f LfcSTA2^)MAC7 KU*J&*STA Mac 
Address 4 0 - 1 KfttElrZ d^SgSrtT 5 (^77/S 

8 2) 0 ^LT, &3ftf*/*3bU ^o, *ttU:S*JE-*-5 
<&HBH2r Public Key 4 0 - 2 0ffl|Cft^LT^51 1£ 
StBLfc4§-£K:i4, AP 1 l4aKSTA2^*tUT«3e 

T — 'f/VA 0<DPublic Key4 0 - 2 ^feStfi Ufc^BBB 
(Sg£STA2 0<kfH@) *rfflV^T«F»{bi-S (^fy 
/S83) o -t LT, l«»<bLfc«f*iiB*:, ^HE^ u 
-A8 2^fflV^TSTA2l:Mt5 (^7^/S8 
4) o B!iE7l/- A 8 2(4. El 9 CD (2) i&iE^ A 

8 2l^fJgSi:^oTii5!5 > Algorithm Number 9 0- 
2 — 1 f4Sflii!£>ii K> TmJ "CfcO, Transaction Sequen 
ce Number 9 0 - 2 - 2 14 r 2 J T% STA O^MfilT-Pt 

L^gf*iiSi 9 0-2-3 Srf+JD Lfc 7 u— A <t ft 
ot^5, ft*5, El 9 LfcStatus Code 9 0—1 — 

9 StfStatus Code 9 0 - 2 - 9 14. V l/-A$M5!) 



(9) 



<ft m 2003-005641 



[00 7 1] -£<D&* *7y?S 8 4 "CAP 1 A^SSE 
7i/-A8 2Sr5<ILfcSTA2li > STA (O'AmmXffc 
^Hfc Lfc$r#i§«i 9 0 - 2 - 3 «r S T A 2 <Z>«*H-5f& 
«8lT?Sf{tLT, AP 1 ^fcJC^Lfc«F*ilfil^ 

7*S8 5). W±roffiif^tcJ:»3, &HttTOK^IR^I» 
Ti'iO, STA2tAPir|-C7U-A8|tft 

too72] ^asu^sg i (ommmm^^x^- 

ffl\z.%lWl,tz 0 m l (OHIS^lcio^Tli, APliS 
TA2^*JciP>oS55BSii:^ixtcm-r5^M@, & 

5EW*W:K!iE«iilc^ $ tit, glH#K X o T£:P!«i b 

t?fc-5i:V^^#c0ti:-C, S T A 2 a*A P 1 (cStLT 
&HWUEK*trf7V\ AP 1 *»e>BBEfF^r*r#5*t? 

AP 1 £ STA2j!iSIgIiE5£TJi»cO;feSt§ 

•J. 2EIB&|««>BI£S#l«lw43V^-CB8IZ9-r&n«l 

it api ksTA2ffl-c<D2:mm&$!:^m& s gf&-rz>z 
[0073] m 6 iZ7F-rv)\£i<D2ifflmm.m^mK 

*5t>T3--ifII^SSrfflV>5r APlliST 
A 2 (O^Plit 5 S T A 2 <DjEm&t & 

S6» Ufc±-CroSBEf¥ pT^Jc S T A 2 01 
*rr5r 3SSTA2fflMAC7K^M 

ms^-r^mmwrnu^m^no ap i sta2 

KSt LT^f -T 5 *ia@S:3E^ <C S T A 2 
S«*«K#J»Lfc^HM(l»J:J:or«t^bi-5fc«>. fit 
t)-TS Hc,t5WBIE®*7cS TA«rtv^m-§-{kL* 

jE S T A \c X 3 fig t) -r * b £ <• r £ si m b tt z , 

[0 0 7 4] *^B^oS2co^ifi^®i-ovNriS, 

[0 0 7 5] «2 0Htt^ttM:. 1g|Sctf>AP (giftJS) 

lasttcBss (i*t-^-tyi-) 

u j.o#b s s m±&m&ixttm&x'&igi£txz>m-£ 

*y M7-^±fCJ3V^T, «-APIC^JR«PK)STA 

l&ffi*^) CB8i-5^Ba®l i sm« (AttftKii, 1214 
lz^Lfc^BSiil c Sx-^4 0) Sr. 

aWjfctt. «&cDAP£ri£l£-rs±{a:AP£E 
Kb. JiteAPds^Mft'ffStt^^-SU-C^LTio 



v*&*>*«rm\ *V>\El&i:±.<iLAPt>*bWZm&.X'h 
t©STAiS, B S S<D&W)IZX OiOAP'- ?0l2]»^ 

[0 0 7 6] ftlc, *^?q<7)S3(7>llliS^»COVNTlft 

[0 0 7 7] 3 tf>HJfe^1&M:, IEEE802. llXl£&-+Z> 
t r. ^fOIndependent (-< -f > h : ~)5 

tttem. LAN-^fAlCf 1 W^ifc^f® <D*&W St2§ 
ffi-t-51SfiS;-e*)-5„ Independent #3£-eii, I B S S 

(Independent BSS : -f >f^^>f> hBSS) l*9l£ 
SSroSTAflt^ftL, APte#fcL#lr\, 
t, I B S SftK^JtS STAP<g-C(0^§g@BEEB#K:i3 

*SrS§ Lfc S T A^E8IS*7cS T AW^HSIf US 
« (AffctfjtCtt, [g|4fC*L^^iil E S7 i -^ , /W4 
0) £##L^tt5flt/&£ Lfcfc 5 0 r^ip/i 
WfiKt-fSr tJCt 2HJg«^O^P«iSBSE«! ! S 

ft S„ 

[0 0 7 8] &*3, 1 2Ri;f 3©« 

MmiZ&^X x BSEffBIS-tTpBSSrtAP^I BSS 
rtSTA*s«»i-5BBE**7ESTAKBBi-*4iBMit ! 

*tzmi$.bi-z>^biz£<9, muhmmmri^-^mmm 

[0 0 7 9] 

wi/XT£.izt$iiz>mm.iimb&mmw.iZs mmmis* 

0tf>ig.fiE£5£TL*:STA (^fdiffi^^) KBBUr»4, 
BiiE^mrol^-AP (2iifeJB) 2lHlg«^(75 

[mi] *^WO^LANV^^A{c*5tt5BiI^@ 

[0 2] AP t S T A<n-m&7Fir&m-7o vtmx%> 

[ID 3 ] ISMBEif 3ftB#(£ A P t S T A|BJ-TM£g<f ^ix^M 
AC7 u— AO«|^Sr|ftW-rsiilT-foS„ 

[0 4] AP^^if-r^^iB^ax-^/i-^tftB^i-s 

[0 5] STA^««Ft5APfSflf-7'/l'*M 



(10) 



#§12003-005641 



[0 7] ^BB«BE*Wlc*5V^TiSS«**b*MAC7 

lias] ^is©??f8iE^ie&*i-0rife5o 

[010] Shared Key*5£lC*5l*5BI£#l««:*i-|a-C 
[011] Shared Key**OttIE¥J«fc#V*TiilS«£ 

[^-g-oiftw] 

1 AP 



2 STA 

4 B S S 

5 Ethernet 
1 2 

1 3 IEEE802.il PHY^n ha/UjOfSSB 

1 4 IEEE802. 11 MAC^o h^^MU 

i 5 ±gli"< ^mmn 
16 

17 ifiKt^V^-7x-^ 

1 8 SMB**ft 

1 9 liSLAN*- K 

2 0 



[01] 



[04] 




2 -k 
STA 



40-1 


4 0-2 


40-3 


STA Use Address 


Public Key 


Shared Key 


00 00 11 22 33 44 


Key Data 


Key Data 









40 4*§aa^a^— t/a* 



[05] 



[02] 



50-1 



17-1 



X 



1 2 



1 3 



14 15 



, IEEE802.il 



MIS 



ltflLAN*-K 



i -f 
I 



1 8 



.ft 



1 AP 



AP Mac Address 



00 00 11 22 33 55 



SO APf|*faf^ 



1 9-1 



1 7-2 



X 



1 2 



1 3 



14 15 



. 11 



U 



1 6' 



20 



2 STA 



19-2 
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[133] 



[octet] 


2 


2 


6 


6 


6 


2 


0-2312 


4 




Frame 
Control 


Duration 


DA 


SA 


Bssn> 


Sequence 
Control 


Frame Body 


FCS 




! 

30-11 


S 

30-12 


S 

30-13 


s 

30-14 


30-15 


\ 

30-16 


) \ 

30-3 30-4 




30-2 MAC Header 











30-1 MAC -y\ 



me] 



ms] 



i 

AP 



2 

STA 



A P Oa-f 



p^«:SsrApi 

^«STA 



S61 U— A61 



S62 Sffi!7 V— A62 



S64 



BfflE7 V— 3,63 



S6B A 64 



STAOMbc Address^Ts 



S T A<7>ca — if Mm 



S83 



S67 



STACOfi ^ 




2 

STA 



S81 A81 
«5SffiES?3fc> 



S84 A82 

(STAO^pt? 



[07] 



[octet] 


2 


2 


2 






( 1 )ffifiE7 U — A 6 1 


Algorithm 
KuDber=n 


Transaction 
Sequence Nuober= 1 


Status 
Code 








^70-1- 
2 


1 v 70-1-2 
2 


70-1-9 

2 


0-2308 


(2)88fiE:7W-A 6 2 


Algorithm 
Nunber=n 


Transaction 
Sequence ffuaber=2 


Status 
Code 


ap oa.— pBmuuMD 



70-2-1 



70-2-2 



70-2^9 



70-2-3 



0-2308 



(3)WGE7t'— A. 6 3 


Algorithm 
Nutaber^ri 


Transaction 
Sequence tfumber= 3 


Status 
Code 


a p ro^««|-cefr^fbUfc 




* 70-3-1 * 70-3-2 
2 2 


V 70-3-9 * 70-3-3 
2 0-2306 




(4)S2£7 U — A 6 4 


Algori then 
Number^n 


Transact ion 
Sequence ffunber=4 


Status 
Code 


S T AW^ffl«t?^fkUfc#S« 





* 70-4-1 



70-4-2 



70-4-9 



70-4-3 
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[091 






[octet] 


2 


2 


2 




< 1 >BfiE7 U-A 8 1 


Algorithm 
Nunbor=m 


Transaction 
Sequence Number* 1 


Status 
Code 






v 90-l- 


-1 * ^ 90-1-2 


V 90- 1-9 




2 


2 


2 


0-2305 


( 2)fiS3E7 U- — A 8 2 


Algorithm 
Nunbei— ill 


Transaction 
Sequence Number 9 2 


Status 
Code 





90-2-1 



90-2-2 



90-2-9 



90-2-3 



10] 



1 

AP 



Challenge Text£tt& 



2 

STA 



SI SffiE^ w— a 1 



S2 SJEE7 U-A2 

(Challenge TextaStt) 



S4 1/-A3 
S Challenge Torta^T) 



' S6 W«- A 4 








IE 


U 1] 




[octet] 


2 


2 


2 




(l)ISai£7U-A 1 


Algorithm 
Number 65 1 


Transaction 
Sequence Number* 1 


Status 
Code 






11-1- 

2 


-1 ' " 11-1-2 
2 


2 


11-1-9 

0-255 


(2)88HI7U— A 2 


Algorithm 
Number=l 


Transaction 
Sequence Number= 2 


Status 
Code 


Challenge Text element 
<128octetOChallenge Text) 



11-2-1 



11-2-2 



11-2-9 
4 



11-2-4 
0-255 



(3)E5££7 — A 3 



(4)SS7 U" — A 4 



Algorithm 
Number 65 1 


Transaction 
Sequence Number 55 3 


Status 
Code 


IV 


Challenge Text element 
(^^fcLfcCballenge Text) 


ICV 



11-3-1 



11-3-2 



11-3-9 11-3-3 



11-3-4 



11-3-6 



Algorithm 


Transaction 


Status 


Number=l 


Sequence Number=4 


Code 



11-4-1 



* 11-4-2 



11-4-9 



(13) 



